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The Importance and Limitations of WAN
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The Cost of Traditional Over-provisioning
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The Design Principles of Adopting SDN
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Overall Goals and Achievements of the B4 System
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Deployment Scale and Research Value
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Two WANSs of Google
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Service Flows Carried by B4
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Scalability Bottlenecks of Existing Architecture
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The Motivation for Adopting SDN
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Centralized TE Architecture
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Tunnel Group Quantization
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TE State and OpenFlow

> BARYZIRHETEIR R FEE =R

> $YEAHAL (Encap) REEVEEHD AR

> REesZ ]l (Transit) IEIMNESEREA

> fEEZatA)| (Decap) IRBIMEFKREREEL.
TE Construct | Switch | OpenFlow Message | Hardware Table
Tunnel Transit | FLOW_MOD LPM Table
Tunnel Transit | GROUP_MOD Multipath Table
Tunnel Decap | FLOW_MOD Decap Tunnel Table
Tunnel Group | Encap | GROUP_MOD Multipath table,

Encap Tunnel table

Elow Group Encap | FLOW_MOD ACL Table

Table 2: Mapping TE constructs to hardware via OpenFlow.
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TE State and OpenFlow
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E 1D (E' E;‘E B/T E E’g i&iﬂ:) TE Construct | Switch | OpenFlow Message | Hardware Table
Tunnel Transit | FLOW_MOD LPM Table
Tunnel Transit | GROUP_MOD Multipath Table
Tunnel Decap | FLOW_MOD Decap Tunnel Table
Tunnel Group | Encap | GROUP_MOD Multipath table,

Encap Tunnel table

Flow Group Encap | FLOW_MOD ACL Table

Table 2: Mapping TE constructs to hardware via OpenFlow.
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Example
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> ACL%: IUEHE IP (sip=10.0.0.1, dip=9.0.0.1) , "™ vt e o | ”
¢ » 9.0.00/24 2 1 b e +selector
T el
BRZERERES 0 (8 2 1%H) [Con et [apae e Araan

" 9.0.00/24 | Ox10/0x# 0 2 I
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> TERSBSBEES I HIZEEI[RIZE Tunnels, Tunnel Groups5Flow GroupsiAzs

> DB RET

:*E%)’(JLLU'_‘E_ (TED)

> . =BEEFE, BTEEMEWMRIRE (T) . BESH (TG) . AdH

(FG)

> ERZiE: £

F TE &£

> TE#{E (TEO

0)

AR

A9 TG, FG. T, itE& N ARRY TED

> BT A TE BIERESHIN. MSEIEH—NTED KB
> TRARRE: OFC 15 TE BERIE NS A TR S IORRIEES
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Dependencies

IRIRKER:

> BEbR: BRI ixE
TG/FG &H, BiRIzE

> fRECIE: HITEFEEXIL R
5, BelEs|IBEizbxEm TG/FG

> ABLEELF, TEBdWRKkFIISES
15 DaEsIREIE—20E, RUEECERY
BEHSIREH

AY

TED For Site A

AB

™ 1 3000
| ghoo
61 | 12050
A B ;;(esf:xes
Ops Sch

TED For Site B

TED For Site A  TED For Site B

AB

m 3.0.0.0

ACB

T2 4.0.0.0
T —

TED For Site C

ACB

T2 4.0.0.0

edule

AB A.B
T 3000 [T |3000
TG1 T1:1.0
161 TED For Site C
FG1 : (empty)
B prefixes
e
Ops Schedule

A
modify TG1
i v \

‘A-TZ H B-T2 “ C-T2 \

(b)
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Synchronizing TED between TE and OFC

> {i/\

N N

BT
> BNEe

TN

15E
* TEDIRSH
EIB(S

> Sl
EJ2E

IEFTRIF R A,

-

A

=, TEARSSE§SOFCZg)
E Session{RIFEIZCAE
BE—tRR, BEIE iR
AN

(OFCKER, RSt

"sEHIKR (force fail) ” HRHEHE
IR TEALE

B TSP

TED For Site A

A.B

T | 3000

ACB
4.0.0.0

T1:0.50
T2:0.50

TG1
B prefixes

Ops Sch

TED For Site B

TED For Site A TED For Site B

T4 | AP

3.0.0.0
ACB
T2 4.0.0.0
T —
TED For Site C
ACB
T2 4.0.0.0
edule

AB A.B
T 3000 [T |3000
TG1 T1:1.0
161 TED For Site C
FG1 : (empty)
B prefixes
e ——
Ops Schedule

A
modify TG1
.

‘ A-T2 || B-T2 M C-T2 \

(b)
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TE Op Failures

> STERERITRAY (WIRPCEIR. IRBIRIEAW) BY, TEDRRIMNMITFRICH

“Dirty”

, BRG{ERERT)
> BT TER(FIRITARFIE,

/8

Sn)E, BEIEIFEA

BEHTASSEA—H

> ZH I BEIER T RFERELIYE, B4R IERR D BRI 42 MRS

J

—2(.

TERAL 1 GRESHLEY

A TE&nQE!!

PPC/i8 &M

H@ -_

TED#RICDirty FELRE A
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VIl. Review




Deployment and Evolution

a: Reduce Tunnel Ops by caching recently used tunnels

> ERZHIMER (2010-2011) & BB B OpPen oW A A e | e s et o Feduce drops
d: Route flows differently based on QoS
EEA
> BSEISERUMER (2011) : SERRBGP/ISISIEHRSEAIY . &4
> RETENE (2012) : BBERRTERS, STHROMKIIIES \ \ \ .
> (LitsEMER (2012/580) © RINERE. BENHISIEEIIEE

Traffic

Rollout
Y

Juto  Jan'i1 Jultt  Jan'12 Jul12 Jan'13

(a) TE Algorithm (b) Topology
Avg. Daily Runs | s40 || Sites 16
Avg. Runtime 0.3s || Edges
> 201 2£|59 ﬁ :Zé'l 1 ﬁ 8496%@_)%'& Max Runtime 0.8s || (Unidirectional) | 46

(d) Topology Changes

> PEESSIRERERORE, MaSEPXEEaitEsg (9 Hows

Tunnel Groups 240 || Change Events 286/day
%ﬂzﬁa Flow Groups 2700 || Edge Add/Delete 7/day
Tunnels in Use 350

Tunnels Cached 1150
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TE Ops Performance

> PREZEE(E

| |
I I
I I
I I
I I
I I
| Tunnel Group Op Latency Tunnel Group Ops and Failure % |
I 6 Average . 450k ——— —— 0.35 '
I —_—

. =5 | b 400k| 03 :
| o , o0th— o 350k | 0.25 38 :
| Z 95th -~ -- & .
| > 3 O 0300k— 02 & |
| o S 250k 0.15 = |
| 22 200k 0.1 I |
| — 1 150k + 0.05 |
I I
, 100k 0 .
| g T Taca 345678 91011 |
| Moiith Month |
: on Count == Failure % ===+ :
\ /




TE Ops Performance

i
I3
0

1E1E(E
> BEUHEFRAERNEE, FaR{Em) 71006, XERDSERN
EME

| |
| |
| |
| |
| |
| |
| |
| |
| |
| ’ |
: Tunnel Add Op Latency Tunnel Add Ops and Failure % :
| 2 T T T T T T T T T Average e lOOk - : gL . i . - - |
| m 50th===+  gok |gue N 110 |
: @ 8r o B Tk : X :
~ 95th === 60k t 48 &
| > 99th— O : A 2 |
| 3 6~ ' %t 50k : ! L 16 = |
! = © 40k | I B = !
| 2 4: # 30k oy A 4 = '
! 3 20k . el N | !
| 2 10k | e £ |
| |
0k 0
| |
! 34 567 8 9 101 345?\40711t1§910“ !
| I
A Month Count »= Failure % ===+ Rt




TE Ops Performance

_______________________________________________________________

> BRRER 53R RN

Op Latency | Avg Daily | Avg | 1oth-perc
Range (s) Op Count | STF STF
0-1 4835 | 0.40 0.02
3-5 802 | 0.71 0.35
5-00 | 164 | 0.77 0.37

- O S S S B S S S S S S S S S B S e S e e e e e s .y

1-3 6813 | 0.55 0.11 E

Table 4: Fraction of TG latency from switch.




Impact of Failures

Failure Type Packet Loss (ms)
Single link 4
Encap switch 10
Transit switch neighboring an encap switch 3300
OFC 0
TE Server 0
TE Disable/Enable o)

> BiRHIENSHENRRETR (L120)
> SEARISHEBHY PSR A ERIEN, FERKGSHINEIETE
> NTATEFHSIRISHRIRE, FEMSRERRTAEZZINRIFRE
> OFCHITEARSS 28#b&/ B R AR R T P=RY
> ARETRE (TE) &SP, [EHRBIDFERKMN (BGP)
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TE Algorithm Evaluation

16 % - - - - )
14 %"
12 % |
10 % -
E
:) + -

2 3 4 6 8 T 12 14 18 116 132 1/64
Maximum # of Paths Path Split Quantum

- >

elte

e} o0 [
O © & ©

ut Delta
b— o
= N
o~ o 8 o~ o~ o~
l \ ‘
1
1
4
4
-
' \ &

% Throughput Delta
% Throughput

(I S
- -

(a) FRRBRZSEMIE N 1/64, LULSH (E5%) XTI EE BRI
(b) BRABRYBETN 4, DULETEED SRR

LAVERS RGN, TEEESRALBEILE, MERCHIENEIR, KEETHS

B4 B AR 1 R S

ESSIRERErh, BARFASEM1/ANERT, FIOBHRIER14%, AREMERERERNSERS

v VvV VvV 'V 'V
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Link Utilization and Hashing

/ s T T EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE T T -

| |
- > 100%F| = 5 . :
| 8 |
| £ o5 f |
I I
: (?0:00. l ‘04:00‘ | 08l00 | ‘12;00. . .16:00. | ‘20:00. ‘00:00 :
| (a) |
I I
I I
I I
: 03 T IPRI/LOPRI padiets : 03 :
| LOPRI-Dropped-Fraction *+ @ |
. —_ sl L ~ sl L i HIPRI'D_TOPPed'Ffacg\‘JOH o '% [
> BISREIER SRR ETERRY 3 i
| ~ sz 2= g w“ I
W, LREGRERSEGNESE :
| u |
: |
I I
" \ (b) ) )




Link Utilization and Hashing

_______________________________________________________________

trunkFRRSEFA M HERRROFI SR
> SWTFEDT5%RuhmElub s, BHEZRITEER BRNE R &/ CER
1.05, TTHIR(EP, MRIREHIS%), 2.0585=.

% Link: Utilization

- O S S S B S S S S S S S S S B S e S e e e e e s .y
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Review

> FFE5E SDN WAN (B4) B9%#0yR[E
> B4 RIRFZEH
> yhRE
> EBE

> B4 &b BGP BUsCTL A=
> TE Ex%0

|L m
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B4 4% -

> B4 (LE
> BXAWESEHEFR: KA

2L

ICN=F] -

= ENIHRAL, KIEREEEA

HAIEE A

I3 100%,

> SHEETIAXESHRENK: 5
IEBEFZWAN

> MARAMSRERERE: =
Rl ss

= ekl

2, (RIS

AR ST,




> B4 (LB ELE:
> AIEEHSHEKRE: ZESERENLHE, SCIMERAEPET)RF0E ]
314

> RigMESaI BiE: SDNZEM ST HRFIIRINEEIE I SR R
> 1IBHEWSBEEWE: SHUEFBftizdE, NIEFREESEES

i

AT
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