. The Design and Implementation of
Open vSwitch

NSDI 2015

JERET: EXINR
RERXITEINSR
20255F/K - BT EHINLE




Outline
. Introduction
ll. Design Constraints and Rationale
lll. Design
IV. Flow Cache Design
V. Caching-aware Packet Classification

VI. Cache Invalidation
VIl. Evaluation




Rise of Virtualization

o m mm Em o o Em o Em o Em Em o Em o

- o S O S EE B B B B S e e e e e e e e e e e e e e e e e

EIMCESEEE TITHEVAIN, TS5
HEFROSEI 7 S ERIEIMC SRR ML

> RERIRIRECE

> [AI=ImAHhE

FRERIOMES, HI 7 HERIMEEE
N(access)B, HPAZHNWNEZZOR
B, mAEiEEO,

— e o o o e o e .

> BIRREAAE R R VMEE B
---------------------------- ' | BT T RS i
. (hypervisor), i

- o o o EE o o O e S M O M S O O EE Ew Em Em e

e N ECER RO EEHASZ 2L (vSwitch) SR8 R RRSS =Rt R L LS TN EE.




Traditional vSwitch

——————————————————————————

RIS, FIENREELInUXP

| #ehsCHIRYLinux Bridge:

> REOSEANMEEENE, BiEVM
BEE L IESRAGYIIEL 2R

> REEHEsEE(ToR)HITHEE, 1B
RS LT A R ST

> RAEEVMESTREEE R SRR,
IR INAE RS )/ BS e
E-y)

SR AR, SRR

TP

> BT vSwitch SCIMREAITIAE, VM
A DR, 3
T e S RS E
W8, WIET TIERE AR

> TiEmME SR MR EES,
BRI TS AEREEE ) (mobility)
HIREMLSERY BT B (scalability)

\\ /

- o Em o o o o EE O EE O S O EE S S O
= Emm Em EEm o s S B EEm O EEm B EEE EEn EEe EEm e EEm B EEe B M B

g O EE E— EE E EE B EE B B EE S B S e e e e e .

————————————————————————————————————————————————————




Network Virtualization

EE, T EREEEMSEAEME
(network virtualization),
> VMRILEIhEE(BEH. ACL, Z2%KiE. [RES)
HUTRHLE MYPIEAZIR 22 /0 EE N ST HEH
> PIEMLEE R Ehypervisor/E8 & IPRERETIZAY  Hypervisor/

Application

. Container
s
M, 0S

> TLEH MM EERI IR L fRE

> FIFBRAIESRNREY, ESSHNAILAN Hardware
VM, fHFFIMNKEERIZHSEREYIERMLE
TE—HRNZIEMSEHMSR. RSNIR.

System/User Applications ” v;)v?:t:h

Linux FreeBSD

General processor




Capable Virtual Switch
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Design Constraints and Rationale
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SDN, Use Cases, and Ecosystem
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Two Major Components
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Figure 1: The components and interfaces of Open vSwitch. The
first packet of a low results in a miss, and the kernel module
directs the packet to the userspace component, which caches the
forwarding decision for subsequent packets into the kernel.
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Packet Forwarding
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Figure 1: The components and interfaces of Open vSwitch. The
first packet of a flow results in a miss, and the kernel module
directs the packet to the userspace component, which caches the
forwarding decision for subsequent packets into the kernel.
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Flow Caching
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OpenFlow

OVSE %%&}EHHESDNX;&*"! \\ OpenFIow} %IJ c§> Controller
R "* L,_,_|

------------------ OVSDB ----- OpenFlow -=============-
£OVSH, ovs-vswitchd: g e v
§ ovsdb-server ovs-vswitchd
> MSDN#zZHIZEIOpenFlowifizk ol u _________________________________________ |
sl — % First Packet—-—-/ \._,
> 1"%5 P\]V datapathHUEHEE 51XL OpenFlow 3 subsequent Kemnel Datapath -

Packets

i 1Tle, WERFZMNFBEIEME (actions)
Figure 1: The components and interfaces of Open vSwitch. The
> 4%2§%%ﬁéum¢2data pathl::l first packet of a flow results in a miss, and the kernel module

directs the packet to the userspace component, which caches the
forwarding decision for subsequent packets into the kernel.

19



OpenFlow
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Figure 1: The components and interfaces of Open vSwitch. The
first packet of a flow results in a miss, and the kernel module
directs the packet to the userspace component, which caches the
forwarding decision for subsequent packets into the kernel.
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Packet Classification
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Packet Classification
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Packet Classification
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Microflow Caching
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Tuple Priority Sorting
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function PRIORITYSORTEDTUPLESEARCH(H)
B < NULL /* Best flow match so far. */
for tuple T in descending order of 7.pri_max do
if B £ NULL and B.pri > T.pri_max then
return B
if 7 contains a flow F' matching H then
if B= NULL or F.pri > B.pri then
B F
return B

Figure 2: Tuple space search for target packet headers H, with
priority sorting.
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Tuple Priority Sorting

ECirinsShS IR

E—tHE SRR ERTRIURIER, LEKkBHER.

flan, 7EVMwarefiNVPiz4|S8c
EIEI

1, 232917 td, HF

H26"NTTEHA

EIX26M oS, WIRHE 7 ILECRYR, MERTLIZIENZLE,

HRRBIIL IR e

39



Staged Lookup
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Prefix Tracking
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fifk3: BBl

JLEG IPv4 BY, IPv6 RYFR, SNRARIRERARRIK

B8, ABALERAT megaflow HRILECERISHIBL NAISR.

T T N TN I I IR —— ——————— —— ——— ————— —— ——— ———————— ———— ——— —— —— —————

OVSIEfEA—/ BritititA 10.5.6.7 HEGEELTE megaflow,
OpenFlowiiRZFRFHBILEFM 10/8 F1EH] 10.1.2.3/32H9i7.

g Fal = eittZic— P IED 10.5/16 AY megaflow (EAREEER16AF LA

EEET LA™ 10/8RYiR, TARETILECEL10.1.2.3/3289%) .

BRIEMHRIERT, OVS

S&i— 10.5.6.7/32 B megaflow,

—

TE1ZE

————— — T — T E—— T —— E—— — — —




Prefix Tracking

Eid trie £5§33%3 IPv4 1 IPv6 BIBIEEICELHITHUL

WNRENFER F1FE IP IUEE, 5288817 tuple space R ZHI, SMzFERHIT—
RE=i<BugEltEe (LPM) &Ik, H%:

> HELERL megaflow FIEENRARIRKE
> TREWRLE tuple AL SE BT, MAS InICECIER R,

e — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

[ OpenFlow#ill, R/L/NAFERIPY4 RS trie B ‘:
| =R L UCH: {roo) |
| 20 /8 gl |
| 10.1 /16 —> = i
| 102 /16 (1) \@ i
| 10.13 /24 |
|

N 1_0_.1_.41-5@2_____________________ ________________ §

I BT AT HERR, IPHERFS-bitBIEHEIT, {1ESLFRSEELA B ANbit{Eh BT 45



Prefix Tracking

&Eid trie £5§a%3 IPv4 1 IPv6 BIBISEITELHITHLL
N T HHREZEIVERIAEL, OVSIRIEEWES IP ik, M trie BIIRT mE B,
> NRIEHRZZE—1MFBR, HBA megaflow FATEEBILECIZUBIURIFANL,

> k2, MNRIBHEE—ETEHEE (B) IP A FESAHARITNFER) |, BBA
megaflow RILECEI® ZIXETT A LA LER 2 BRI,

e — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

(1. 1013 5MAHTA3, megaflowkE10.13/24 )
| ; i s s> 20 / 8 (rool:n |
2. 10.35.1EDTHA10TiEMkE:, 245910.3/16 <

: triefdBElLOpenFlowBS H EtuplefIEHL : 102 /16 : \@ |
|

3. 1016 IESTH AT AN, MiZFRIPHIHE 1013 24 (Y |
| #BI6Htuple RATALIVAD, TR, 10.1.4.5/32 (3)  (a3) |
| )
~_ _

I BT AT HERR, IPHERFS-bitBIEHEIT, {1ESLFRSEELA B ANbit{Eh BT 46



Prefix Tracking

i#@id trie £5493F IPv4 1 IPv6 BYBIEE ILER I TIRAL
B PRBRZERLTIRE:

> bits: 1ZT RXINRIHEAIEECAS

> left /right: TRNAEGFTR

> n_rules: ZTRLESNANEEZE (WRTER
BN TXESFTRFE, WA 0)

7—|-/£L H
> AR EEEE’\J&%Z (BBF30# megaflow AI#ERD)

> — MU (bit-array) @ HA 0 fERRAIR
prefix BRI tuple ATLABKISIEE

function TRIESEARCH(value, root)
node < root, prev <— NULL
plens < bit-array of len(value) 0-bits
i+ 0
while node # NULL do
c+0
while ¢ < len(node.bits) do
if value[i] # node.bits|c| then
return (i + 1,plens)
c+—c+1l,i+—i+1
if node.n_rules > 0 then
plens(i — 1] « 1
if i > len(value) then
return (i,plens)
prev < node
if valueli] = 0 then
node < node.left
else
node <— node.right
if prev # NULL and prev has at least one child then
i i+1
return (i, plens)

Figure 3: Prefix tracking pseudocode. The function searches
for value (e.g., an IP address) in the trie rooted at node root. It
returns the number of bits at the beginning of value that must be
examined to render its matching node unique, and a bit-array of
possible matching lengths. In the pseudocode, x|i] is bit i in x
and len(x) the number of bits in x.




i trie £&583%3 IPv4 1 IPv6 BYBIES

URTH:

AL

AEZAWIRZEMAMHURIBIRILE (LPM) &, EREREBREIEEE P
BIZEY, LeJLAfiitmegaflowifE=,

OpenFlow A7 3CHILPM,
STHES

BRI

IP s3Iz,

BEREKBEAR RS RS ER.
SHEERR) megaflow #J0

073
AR IJZEEE':

DEx RIS SREEEEE (unwildcard)

mPrefix trackingE, A0 LIRRIREZUEE AR TEAN, AmipLLRELINBFISEE
AYSRER (HlalEUcd ACL) 1BERTE megaflow EWAJRPLECSEEERY (P Hbtlk,
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Classifier Partitioning

fiikd: o=8klen
BT BT ARELA BT BEPLACRY tuple, IRATLAUH—ZRZD tuple space #EZRATREL.
OpenFlow SHEHEHUREIEIT classifier ISR EFNITE metadata SFER.
> HEFEMEER metadata FEEXT classifier {73 X
> WMRHBIEERIZFE ESEA tuple FRIETEARILE, BBAXA tuple S EREBKIT.

o — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

NVP (VMware Network Virtualization Platform) @5 classifier PIIE— A EIRECSH |
KIFUKEN— "N . XLMBLTRE—EEENTER, 5 tuple WIESELL, BTEY
RITKEMEBRREEAN—NE AN metadata B8, NVP A classifier 27— MER, #H
el ERUtt REH S M ERBXAY tuples, :

I

|

|

I

fFlan, MR—NRREELIEXFE,
e LB & metadataBEIZHkITL3
*DAC L*E;éﬂ/\:]tu pleo Metadata:1 Metadata:2 Metadata:3




Outline
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ll. Design Constraints and Rationale

lll. Design
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VI. Cache Invalidation
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Difficulty of Cache Management

FiFmARIIZ—HEARE: WEE

£ Open vSwitch /r, E7Fr]ge

PRERE: OVSHLUGIRIRAILERLESHRE

RFIISHRE,

N AZHREZEEH,

o e 22 s sRYARLE megaflow

> WFREEXBNEY, X—aREBMEl. flwn, EMACHHIRIROREZES, B
HTER T1ZMACHELUERY datapath flow BA],

> {BAF OpenFlow {&EEIIS

EiBF

&, EEMIER TEMEIFERRBIRERE

EIEA OpenFlow FiRII—5%#FBYMRAT . {H{aIPLhD 71z 3RF
megaflow, & ERIgERILEENTEHITA.

Git: E—RRIERT, EHBERRAIFAMEE,

RS

M. a0,

AR T FRifEHY
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PHIRER: BuleeiniEEiRaITEN D A
1. EIeEIT AR, LTEEHIRBIFEEFL datapath flows
2. e AT LA#YE/NEHTFE datapath flows, WIMAC IRV

Case 1: W/IISERB datapath flows EEEEEH

g flow NG RVIMETIERME, B/XET OpenFlow R T—IRTTEAME,
SRR EEMBIFTENES BRIt datapath FRIZHEHITELER.

[aEH: =3A3HY Open vSwitch 2 BB&1E BY, E|FQERTA datapath flows FrfeZEHY
FEI <RSI EUEEXINAYHT flow BIGIEGAE (flow setup) . IXSfFIXLE packets
Y flow setup FERESFES.

RIS EE: FR# datapath F4EFRT flow 2182 : ~25004%,

\ S

— — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

I
I
I
I
I
I
I
I
I
I
I
I
I
I
|

52



PHIRER: BuleeiniEEiRaITEN D A
1. EIeEIT AR, LTEEHIRBIFEEFL datapath flows
2. e AT LA#YE/NEHTFE datapath flows, WIMAC IRV

Case 2: ER—M#RA tags (FRE) HIBARHITIL

> NWTE—MogeREfA megaflow EFHIEMYE, OVS #h=nfi— tag.

> MIRBEMHREDTH, OVS £IEIJA tag IIEI— "2 tag EE” B, OVS &%
HEFREEE megaflow &, tRiEtagf@E megaflow 2EHEEH

[aRk: OVS{&EFS Bloom iZiEgEsCH tag, MEEEFIESTEEZY, tagHEAYEINSEL

{EzBAME (false positive, F megaflow#fiRINABEENTAtag), SitaghEMN

BERIR(E, FBOVS 2.0iRAH, tagBUE, INSEHRIICEEESK datapath flowzk,

I
I
I
I
I
I
I
I
I
I
I
I
I
I
|
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S A 0k b ] R S A o [T
1. EIeEIT AR, LTEEHIRBIFEEFL datapath flows
2. e AT LA#YE/NEHTFE datapath flows, WIMAC IRV

o — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

Case 2: OVS 2.05%: HR3&SZ%Z%IE

> Flow setupZ4is: MEVATERES Geaiuil, FEER

> BFINEZEIE: BEINFREMRIVEILEEILES, Mmbhltdatapath flowduE
b33

WER: WMKIEXTHREFHSRAKR/): ~200,0005

. — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — — —

OVSIKZE—EZRYiElA~EARYdatapath flow, EIHEHIEIKEFHSEFNIZEFR AR
FHERAKNAR,
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Performance in Production

VEETEER=IRE (production) FIELE
it (microbenchmark) FFPIAE T

OVSi#17 7 i,
E=RIR

> —EEABIRS S EEES )R, BN
hypervisors7E 24 I\BJPIAY Open

vSwitch TEEZEN

> B887%kEH 1000 2&iz1T7OVSHY

hyperVIsorE’JéiElﬂ.:. B, XL EiE

= 10 ¥ i1s—IR

SN |
iz NERESR/N, SFYESHEKRFEE
2/ CDF

MER: B 50% Y hypervisor A1 flow
HEAEE 107 &, &K flow #&ERY 99

\1_[@;/\% 7, 033 o

518 SCPRIEA VIRRY megaflow 4%
FEREW

e
10 100 1000 10000
Number of flows

e e e e E—— e . . T S T S T S . S T S E—— —

Figure 4: Min/mean/max megaflow flow counts observed.
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Performance in Production

e — — — — — — — — — — — — — — — — — — — — — — — e — — — — — — — — — — — — — — — — — — — — — — —

{ EtFRE o CPUSIE |
: iR EFmPR (25%nExD. BN : : R OVSHFSERRICPUR S, :
: 25% mERZIINIXE) ; EFdsFImiss : : MER: 80% HY hypervisor Lk ovs- :
i HIER=E | vswitchd B CPU fEFRE 5% SLEB(E; |
| TRER: RURASHERIAE|T 97.7%; 25% mER | | #8id 50% A9 hypervisor ERZERTF 2%, |
DR XESHER 74.7%; 25%REBES | | g OVSALEEESCPULRE; I
| X[E/998.0%; 99% B9 hypervisor &fFp | | |
: HOEFERIEZ(ETF 79,000 pkt/s : : :
:%ﬁ EEE: BN HRPORED | " |
1§ "] | TR o . |
| _:_a. | | 5 10 % 3.:,“\,#“ |
| s | ‘ |
l gm_ | | l- P |
\ E " ,’ \\‘ _— l‘ih U0 1000 10000 0 r e — — /’

Cache hit rate Packets / second

Figure 7: Userspace daemon CPU load as

Figure 5: Hit rates during all (solid), busiest Figure 6: Cache hit (solid) and miss a function of misses/s entering userspace.
(dashed), and slowest (dotted) periods. (dashed) packet counts. 57



Performance in Production

RN
ERLITRRNINOVSEFRARIEIER o ERE AR ERE RS
arp (1)
ip 1pdst=11.1.1.1/16 (2)
tcp 1p-dst=9.1.1.1 tep_src=10 tep_dst=10 (3)
1ip 1p-dst=9.1.1.1/24 (4)

> S4B HERF (Priority Sorting, 5.2): ILECH#2RYEURE AILABIKTCPIEXIFER, ENTEGS
P A BR# 385N

> DERE$ (Staged Lookup, 5.3): BRYIPHBUIANES. 1.1 1AEHEEARILECTCPEFE:, EHIX
LR B 1 | PHbLE FCEC I ER AL AT LAFEASPLBD 77 # 3

> HhEEISSBER (Address Prefix Tracking, 5.4): SJLAZERIPHbitPRIELbit, RER#3575E
1Pt
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Optimizations ktps Flows Masks CPU%
Megaflows disabled 37 1,051,884 1 45/ 40

Pe rfo rm a n Ce i n P rOd u CtiO n No optimizations 56 905,758 3 37/ 40

Priority sorting only 57 794,124 4 39/ 45

Prefix tracking only 95 13 10 0/ 15
ZEEFIERE (Cache layer performance) Staged lookup only 115 14 13 0/ 15
All optimizations 117 15 14 0/ 20

Table 1: Performance testing results for classifier optimizations.

SCRRIAIR: —SLinuxBRSSss, Bos2 8O esF124

10GbM+. MifFH&%#E74001 Netperf B9TCP_CRR o e el e

SeSS|On /I\ SESSIOI’] Z:I}_kﬁ@jz_/l\ TC P J‘Ej:% E%_/I\ kernel flows, kernel masks, and user and kernel CPU usage.
SeLd . S = MNE = N Microflows Optimizations ktps Tuples/pkt CPU%

?%E,.\];’k&'E I 9&'731-(: PJE?R o ;ﬂ&gﬁljﬂug%m{giﬁﬁg@g (tps) o Enabled Enabled 120 1.68 0/ 20

. _ R . , Disabled  Enabled 92 3.21 0/ 18
> Baseline (& microflow caching): 37ktps, 7HEE  Bubled Disbled 56 12938/ 40

. N Disabled  Disabled 56 2.45 40/ 42
B~TEAFERZR, 1 %8 CPU BJE
Table 2: Effects of microflow cache. Each row reports the

> m iCI‘OﬂOW + megaflow : 1 20 ktps measured number of Netperf TCP_CRR transactions per second,

in thousands, along with the average number of tuples searched
by each packet and user and kernel CPU usage.

10—

|
8 -
6 -

Number of tuples traversed in kernel

» megaflow only: 92 ktps

Packets / s, in millions

Figure 8: Forwarding rate in terms of the average number of
megaflow tuples searched, with the microflow cache disabled.



Performance in Production

DABRILULEE (Classifier optimization benefit)
NE T S—IU RIS REVRF, UKFMEHNHKE

Optimizations ktps Flows Masks CPU%

Y = PR RV R IRT Megaflows disabled 37 1,051,884 1 45/ 40
Q:Ir No optimizations 56 905,758 3 37/ 40
Ak - Priority sorting only 57 794,124 4 39/ 45

— /l> s Prefix tracking only 95 13 10 0/ 15

> ﬂlﬁﬁﬁﬂﬁ&}j& T')‘J]'_tl::lﬁﬁ EI/J kernel flows %& Staged lookup only 115 14 13 0/ 15
HoEME T BRPSFTER CPU BjE) All optimizations 117 15 14 0/ 20

> Wiz tUPle (Masks) ST IN, XIE Table 1: Performance testing results for classifier optimizations.
Each row reports the measured number of Netperf TCP_CRR
|—_|7 Ij:_M:? ¥ (ke rnel CIaSS|flcat|On) EIJEJZZIK transactions per second, in thousands, along with the number of

1E }Am*z CPU Hj'lﬁ_lm}‘ﬂ] Tc P_C RR Eﬂiai%"]ﬂ kernel flows, kernel masks, and user and kernel CPU usage.
AJLAEH, XEINEATEH microflow &7
FE /DA SERIKEEFTHGE.

> BIFEREHSE] T K
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Performance in Production

S5R#Z3EAIYIEL (Comparison to in-kernel switch)

XJEk OVS #0 Linux Bridge,

> ENECE R
> MEBMHE (18.8Gbps). TCP CRRIFEEZ (696 vs 688 ktps) tHix
> OVSHEHTEZA CPU (161% vs 48%)

» Open vSwitch 71— “ZEF STP BPDU &" BUAALNI, F7E Linux bridge E{EH—
SEZWRY iptables FUNIAT:

> OVS [tEaERN CPU (HERAZR{RISAEE
> Linux Bridge ROIERSHE TR 512 ktps, CPU {EFEZNISRFE] 1279%

ot Linux RZRVNEIHEEEESN SRS Laf<~=4£EEHEH, m Open vSwitch AYFFSH
BEER megaflow (MIHZEUER) EER.
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Background

—— e e ——— — ——— ——— —

I

| RUR R EEN,
 SNE TAERR B
- ERHLET B

BT LR EL R R
AsRE [ 5]

'

Openvswitch |l 7o DR ANIE | gl gy

BEEEM L -

132 L
| | :I | l/m‘\y'w B {4 I 4 \:
REEEE, BR | v Aveormgr | | TR
| & o EREMET L memsnes
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Design

PEREMY: APRS (&BHl/9%R) + RIS (RIREER)
WELERF: microflow (#BfBILHEC) + megaflow (GZ{LPLELD)
St : DIERIGES. U RHEF. BIgkitit. oReEsxn
AR SRR, HeeRlE
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> R TEEEMMCINERIEIRIE. SIEEEREI3SHRER.,

> gliEtEtiR Y megaflow + caching-aware classifier, {F85Z%
OpenFlow pipeline AI#EIFES5EF.

> AHUEEFEIRIRIRIIE: Ry 98%, AP CPU BE(KT 5%.

> HERREASSIRM L2 TNEEY EEISF 5P M EA MR Z OB TE,
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