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Simple System Overview
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Simple Data Plane Design
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Simple Data Plane Design
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Resource Management

> Offline-Online Decomposition (BB%k-1E45HE)
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Resource Management

> Offline-Online Decomposition (BB%k-1E45HE)
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Minimize MaxMboxOccurs, subject to (1)
Ye : Z de.q > Cov (2)

q

Vk : Z

c,q s.t.
Sy € PhysSeq.

Rulesy g X deqg < TCAM  (3)

V7 : MboxUsed; = Z de,q (4)
c,q s.t.M; € PhysSeq, ,

Yy 1 MaxMboxOccurs > MboxUsed,; (5)

Ye,q : deq € {0,1} (6)

We model this problem as an ILP shown in Figure 6. We use bi-
nary indicator variables d. , (Eq (6)) to denote if a particular phys-
ical sequence has been chosen. To ensure we have enough freedom
to distribute the load for each chain, we define a target coverage
level C'ov such that each PolicyChain_ will have at least Cov dis-
tinct PhysSeq,. , assigned to it in Eq (2). We constrain the total
switch capacity used in Eq (3) to be less than the available TCAM
space. Here, the number of rules depends on whether a given se-
quence is ‘“active” or not. (Note that this conservatively assumes
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= Lo - = 7l ve:s c.qg — 1 8
> RETE: XE—NEETE 0212Z8), K% WF | ,,ZP, o B
Varas = " c,q s.t.M PhysSeq C,( r]’(_‘ F print..
Rigc, FAINIZDEE thUﬁJE'Juwi?é\%ﬂft%@q 2oe Iihy.:szi' EPE’ ysSede Je.q X X Footprint,.
vy : Load; = ‘ - ProcCap

> BirtRE: s/IMENEHRTERIEMEFPRISRKRAECE, Y )
— V7 : MaxMboxLoad > Load, (10)
)(E.Hﬂ 7 \'FI » - 4
A EZRSE EIJJ\dE:‘Zi/j17¢.TE¢T \VI(_?’ q: fch c [O, l] (1 l)

> BRIXMMEEIE &AM, HABETEEESEERY, FrlASk Figure 7: Linear Program (LP) formulation for balancing load

across middleboxes given a pruned set.

Dt

FEERTE =% PES TSR Having selected a set of feasible sequences in the pruning stage,
we formulate the middlebox load balancing problem as a linear

program shown in Figure 7. The main control variable here is f. g,
the fraction of traffic for PolicyChain, that is assigned to each
(pruned) physical sequence PhysSeq.. .

i
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> Extensions

> AR RANGEREE: BEARTARAEHAINGEEARRTE, (Efsex NSRRI RN RSE, EX
MBI, EHEENESREAEHRES I RIBIEK. NGBS ANERIZIEN. FEFFEREETE
1=y G gl S TIPS P SN T

> QMESRIREEE . BAIIATHPIE RIS T E AR BRI ERE L a%E, A, SIMPLEFRESEHIR
el Re RS INIASRIRERZR, fla0, MRKNTMEEIWebiRSm0EKRE, MBEEEIEEE S
HITISEH

> HtmE LREBR: REYE&ENLET LT BURAEMRETRE R Hld0, EEERESDERY
BRT, BATTLNESFERREHITEE, FXNEHITAR, DRSEHEEIREERT30%
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Simple Dynamics Handler

» Simple Dynamics Handler(z1&5401#E8)
Y Extranet, Web ‘
> R RIS R ATRE R T IE R N TR —— 4 { e M J
REMHESTRIVEHRRLEMT, Tl LR AM | | ~

Topology, Traffic Pdlicy Mbox, Switch

NI FEFTHISLER R, RHIRR AN SARIR, < e

Resource Manager

#ﬁ%Eﬁm EIJEEE;}LJ\J L)\'i_.l'u [ b%‘%" |J':'_.| —F_/|\ I:I:l rEj{L-FEE Middlebox Connection

load balancing  |pyle Generator| Mappings

constraints

Dynamics Handler

_/

tH 58 S rae e e
(e.g., OpenFlow) ~ 7 i pac;(ets AP
-LJ:S D Nj: %UE’% @z E Ej]im\ ;ﬁﬁmﬂﬂmyjﬁ Bg'%ﬂ%&%&ﬂg :Flow EAction ECounte; _‘l;'l.ow ‘Ac.tio.n ‘ ECounter | flows

) (BRIREHEEHER) MFE, HBREMERER  onswe
"BE" | TR RN IEHS

Legacy
Middleboxes
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Simple Dynamics Handler

» Simple Dynamics Handler(F54bHREE)
» Design constraints igIT2I5R, XRIERFHIT T 9 =FEN
> HREMHT RIS
> BHRERH (MIDS) . BHSEREE (JINAT) | BHEES
X, AFARDSE (MProxy. [ERHILE)
> ZORER: BEAE
> ERFTA R AP RE NSRS SR, Fit,
BEGPEEIANES, FETANIETEI RN BT,
BANRXD "HAHET, WRBHALRT" | A%y "BEs

ETHA" .

Middlebox | Input Actions | Timescale| Info Approach
needed
FlowMon Header | No - None -
change
IDS Header, | No - None -
Pay- change
load
IP Firewall | Header | Drop? - None -
IPS Header, | Drop? - None -
Pay-
load
Redundancy | Payload | Rewrite Per- None -
eliminator payload packet
NAT Flow Rewrite Per-flow | Header Payload
header mapping Match
Load Flow Rewrite Per-flow | Session Payload
balancer head- mappings | Match
ers &
reroute
Proxy Session | Map Per- Session Similarity
sessions | session mappings | Detector
WAN-Opt Session | Map Per- Session Similarity
sessions | session mappings | Detector

SRR EARRIAIRIRE LiE1T,
=8, FUARRRREZIT (B0,

(EAERIEIRE

g A

$IRE. ", SE)
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Simple Dynamics Handler

> Flow Correlation (Gfit><EX)
> RNIASEEEPEENEIEFRPE, WFEARESXK
i, FAREFENE: HEANFEWFRIR F, FOEFFIENAEY

it Foue ZI8, BRAFOMRNE “—X3)L" 7 IXEEimRER

> Eigf (No Change): ANSRFEMEARBEHAERA (PKIE) |
Fin ¥ Foye RISLERSTE—1F, EIEILECRIE]

> REMERE (Payload Match): SNERARENFRKERSLER, (BAKEEEGE
BHRNE (WEEAINAT) |, BBAFAIRILABIEECE Fin F0 Foue IR
HABKEEINN KRR, MRAHTE—RF, BIIHME—

> ExAYE (Similarity-based): @1SRAPEUFEENERLES, WA HRE,
(4nfIEProxy) , fEHACECHIARIEE Y, (BENZEIASBRE
B "EHES" = "B

=, FLUARERIREETT

(han, #EE. .

Middlebox | Input Actions | Timescale| Info Approach
needed
FlowMon Header | No - None -
change
IDS Header, | No - None -
Pay- change
load
IP Firewall | Header | Drop? - None -
IPS Header, | Drop? - None -
Pay-
load
Redundancy | Payload | Rewrite Per- None -
eliminator payload packet
NAT Flow Rewrite Per-flow | Header Payload
header mapping Match
Load Flow Rewrite Per-flow | Session Payload
balancer head- mappings | Match
ers &
reroute
Proxy Session | Map Per- Session Similarity
sessions | session mappings | Detector
WAN-Opt Session | Map Per- Session Similarity
sessions | session mappings | Detector
> FEHERENNBERELE1T, EARRNETEEL

218)
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Simple Dynamics Handler

> Flow Correlation (;ii><EX)
> ST REMEER NAURXEL, K Similarity-based i,

LAFCER (Proxy) 795 :
> 1. WESIRE: LN 1 ERARIEEH, ARSI ISR A TATRD

Collect Correlate Install
pkts “|flows "Irules

p2 pl | g2 l ql || p2® || p2*
P ANIRELE—(BASDNEGISE, R, Hse I — NSO W P _—
WA CHIEAEFFOF AR (0 F1' A F2) | HERKETIIE P A EE e Py 6
F1: p3 p2 | p1 F1': | p3* p2* | p1*| User2
> 2. HESEELN: BRI P NSRRI N TSR, i
R — RS BB AR BT A—Rabin Fingerprints, ESHEMARZA e, AT
SRS AR, SATLEE— A BT 5

. EHSETTAEARTL F1 A F1' HOME(L
> 30 RBIRELETR: BHESE F1 SEE0 W mFrEHER (F1 ) F2" L) HEDmET F1 7 F2', ELER

MR T F1 -> F1' XA BRETER
RIRBIMEDEL, BoEEIEM (BERL) HER, SBIARRES F1 18XEEIR
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Simple Dynamics Handler

> Flow Correlation (j7it><EX)
> B, BAIAEENERENRERE KRS BENRKEK

Collect
pkts

—

flows “lrules

Correlate Install

> EIYEE DynHandler EiEFRIF N RBESECKSTIN

| g2 lql‘pZ’ pl*

> P (Packets): =HIzRAE MTRIERTEUEEEE, P E&X, JRTILRAIGE p2 | pl /

WEHES, EEERIET, (s NE S R A cmeom__ b o . | User1
F1: p3 | p2 | p1 F1': p3r’ p2* | p1* User 2
> W (Time Window): BIEEITAIA/N, EHSESE7E W AHEIRMERIS i HHSEaaRT iy
\ )
e TER S, W BNk, RECRCREERES (AN —
ATHERESMOMREHN) | FE, ST s A + I=RIRERIRERAI F1 A0 F1 BRI
HESmeETF F1 ¥1 F2', EibERt

> WFRLE, TLLETEE P AW HE, RTLEZ R DynHandlery FeBfritl 7 F1 -> BT IXPBRETRE

et ST H
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Implementation

> BRFE: BASIMPLESFIREREVEE T POX LAY [POXE—1HPythonfwEHI. FMTHIFHRSDNIZHIZEFA]

> BERT: SERDA=AEZERR: RuleGen (RNIERKES), & {5&1J~Q~ e | J

Intranet, NFS [ ‘
WanOpt

ResMgr (RiRETE=8), 1 DynHandler (z754b1HES) ?

Topology, Traffic| Policy Mbox, Switch

\

Spec constraints
=PRI T s ! Y ! G
> RU IeGeanﬁmt{ﬂ-ngﬁm% ( EE ReS M g r-l'-l_’%:tlj EIJ”"’E %Resource Manager| lDynamics Handler|

Midclehon /Connection
PECTIZR) HRIRAKEREITIRNAE AN HIRIR pRiploene  [HulgGenentor]  Happing \ B,

" TfodayssONinterfaces  / \ cg firstion
~, . . . — N "4
> ;ﬁﬁtﬂﬁj\ (Trafflc Splltt|ng) (e:8, OpenFiow) pp v u packets of new
Flow |action |Counter | IFlow _|action [counter | | flows

> R ERIEREE (Forwarding Scheme Selection) Existng

SDN switches

: o Legacy
M Middleboxes

> IRASHENGAEIE (Stateful Middlebox Handling)

> HIMEES (Rule Checking)
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Implementation

> ResMgri@SIMPLERY "AfK" , RERHITEFNTRIICITR

> KfE2E: XJTF LP-based load balancing (fEZfaZit51%) #0 ILP- o s
| w105 | prony
based pruning (B4EI) XM EIEMKIAE, {EE/FER TR At ? {’“’a"e‘ S [ wanom JJ

Topology, Traffic| Policy Mbox, Switch

1%*%3% C P I—EX \ Slpec ;nstramts

%Resource Manager| |Dynamics Handler|

> ﬁﬁBﬁﬂ\.IE E@géﬁﬁj:%Xjﬁ E ﬁ%ﬁ\gﬁﬂg N ﬁ?ﬁ*ﬂﬁﬁ*lﬂﬁ-ﬁgﬁﬁﬂﬁiﬁ Middlebox \. ;/Connection \
P

load balancing Rule Generatori Mappings

RHTIHRL, XERECAILUMREEFTEHPEFHIAREERSE  wsovmeres /N cofmten
(e.g., OpenFlow) ~ packets of new

\ {Flo 'Action low

ﬂE&B%IF‘I—‘_T\O F W .A i C t er | Fo

Acti ion C_gunt_e_r flows
Existing
SDN switches

> MEREML: AT IMRRIBEE (RBIRRRMILPEI)  (FESIT -

oo Legacy
4 Middleboxes

— M EEFTER, BE—XNHEEREN "REE" /)
InFRIRALIEK AR, XELEREBNEIRITERRES.
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Implementation

> DynHandlerZ AR E a1 2 HERAvER

> HIREME: CRIFIT SONBIRHISSAILITERTIR b2 —5% “MKIR o,
R EOEEAN, H—R (SETEREIEABMRAEAN) B e ‘f L e o] J
RS, SRS NRATEI LN IR R RIS, (sl Tt oy | oo s

> MBS (EEE ST —ERabiniSSEA s Minag\er/ B

Midcishon onnection

> SRuleGenflyxE: DynHandlenZ{TXBEE%, FHighemmitaomey | '* _______ )

KR ORFUIEE, SSRERTIF, HEFURGARERR T o /«wk e

/Z\) TIEE'ﬁj\:zé RU|eGen° Exigting
SDN switches
> AMNAIZNZEME . HDynHandlerfif R ZERAIRNIZZ T (on-demand)
M BE (transient) fY, XEHREXEMNAIAEFEZN THwENE, FH

BRA—RNESEENGEE (RERERITHMER) .

- Legacy
=3
M Middleboxes
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> AT WA EHEREEEITESIMPLE, (BERA T —MZERAILIRTTE:
> Emulab (BEISEEREYMEEL)

> BRY: WIERGEESYIER AN SING TROEARTIEEFIMERE
> R ER&EESE, (BARZIRT I RRYIEY=REE
> Mininet ({FEEMEHRAENIL):
> BRY: EREVES EMEHEANRINMESHEIN (L NSSRNFIEN) | LUHMERFRIET RIEFEmkT
> ¥ FAIEEKEmulabX, sESEIMEIES AN, EREETHNESE—H
> Trace-driven Simulations (EBAHIENER)
> BRY: BERATHEEEEAIERLE (W EENTRIIESSASHIN) TRITE MRS SETE
> R IRBE T EINEIERYR R, RRFEFEABAIMEE, ATLARAFE RRVEBAME
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Evaluations

> RFEEVENL (System Benchmarks)

Platform, | Time to | Overhead | Max MB | Max
» Emulab vs. Mininet —&({43@IE Config | Install | (B) Load Link Uti-
Rules(s) (KB/s) lization
- “ _ (KB/s)
> BHY: MESIMPLERGHIEANEBEISIR Emulab, | 0.041 5112 352 25.2
SIMPLE
> i WATE LRI AR A, T e ke I e =

EFAMininetift{ TR ANUERYSEY R S A AHY
> M= 2R E)A

Table 2: End-to-end metrics for the topology in Figure 1 on Emulab
and Mininet. Having confirmed that the results are similar, we use
Mininet for larger-scale experiments.

s N . . Topology | #Switches, | #Rules | Time (s) | Overhead (KB)
> LRME: RMEXF230 T mEnterprisedfdh, Z5=FT #Hosts,
#Mboxes
nIlESlEiE 4925300=F) Figurel 6,2,4 36 0.04 5
ARSI A 929300281 Interne2 | 11, 11,10 | 1699 | 0.09 130
o et 4ot e e Geant 22,20,20 | 6964 | 0.19 820
> ERIREFH: RS BEEHFHEEN 5 Enterprise | 23,23,20 | 6689 | 0.31 710

Table 3: Time and control traffic overhead to install forwarding

B ELIRAININ S ELRIEL.

rules in switches.
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Evaluations

> BIgITELsElS, EaRSIMPLEFBLLIRE /5 RA9 ikt - S
LE —
—~ , qIngress —

> &ip—: SIMPLEMREIIBBRIEEIERMIngress- & |

200 |

basedfix, FILUSMEFRISAGLEIFEIRIOME, GE 2 x|

ad (K

ETEE R T SIMPLEASS Sa O A BEISA R § | d] M ﬂ - .
= :
t, Talngress/iESa T BRI o8 IH ;, MM }'3 JHWWLM
Middlebox Id
SIMPLE —

- Ingress —— —
CoMb =3 :

> 518 SIMPLERYIEEESCoMb (ZEIZFhIEHEXSIE)
NESEEIE, X T SIMPLEEAMEK hialdHIRTE
T, FBEIAZE|SHPLLEERhEFHITE RSMGEATS =

JRSERI MBI E R

-

HF"IIT 1B

Internet2 Geant Enterprise
Topology

Maximum Middlebox Load (/optimal)
o -~ NN W A& OO0 NN
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Evaluations

> BIIIIELsEE, BSIMPLEFBLLIRE /5 EA9 ik

RS Rule Update ——
> G50=: SIMPLESERHEAIEREHMMEISIARETENE © 55| Rue Genoation
£ ; - - e
F150%F), HPpaXEioifEE el L, E 0.1
SIMPLEEISHEIE (RAFIMNILER) FHETLARRER  § oos
it. XER T HIEE RN EIAS A IE 0 ) '
Failure Overload
0.3 .
a Optimal ———
S 025} - SIMPLE —— |
> GEOTT: RN (10%-25%) MBREEEESR = o0 |
- N . — e 5 0.5 -
B0, XM TS SREMPrOCState FEMAIR 5 . I
£ 'ESHE |, MREERBMIERLFAI L § 0o | B }
0 K —
Internet2 Geant Enterprise
Topology
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Evaluations

> ol RESRMAE: EEANEHHN S IMPLEGUEE ZRIMERE

] Topology #Switches Time(s)
> SIMPLERGITERTIEILLERS ERIOptimal ikt T4 NE R Opt [ OpUw | SIMPLE [ SIMPLE
Internet2 11 0.3 0.3 0.01 0.01
UUBHE) . ST B tAnEAREE G, (2 1 1o e o
AS1221 44 23394 | 91.7 | 0.04 0.29
I AS1239 52 7227 | 2181 | 0.06 0.2
(AS3356-aug), SIMPLEtNEA 1 ¥ MeeEAE S AS3356 63 122246 | 3239 | 0.22 0.48
AS3356-aug | 252 - - 0.92 1.22
E 8 AS3257 A5325l7' a
. . e 5 7 F i
> SwitchTunnelsEZ1EIN T A{TIRRNHE (Em=X 3 | Astz W"',;ggg*;'éfz? A
- . - ’ = - E 5 AS3356 w/ tunnels il ‘ =
&) | ERETHITCAMIEEZ KT, REBEHR g i -
. ~ _— \ [ e | Nt N ~ % 3 A
SwitchTunnelsA 8 E e TRVER S =, XUEBB 71BN 3 ) . —
S ’ _ 5 —
S S T E ,‘ -~ [ ':";;:-;-t":"_’:-._:_.‘e:;i..'.t......‘....o
YT RARFEREZIENE FTHBENEXEE § g |
0 1000 2&]0 3000 4000 5000 6000

Switch Capacity (#Rules)
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Evaluations

» DynHandlerfU/ErflE : i THEalSA IR ENER S AR (Proxy) i BT RY/ERRER
> ENTHREERIRE (Missed policy rate)fI5kEI=IRE (False policy rate)

> MEEXEETREONENM, EREIE N,

1 - —
> E—NS00EMHEEOT, NTREAMNBFISTEER, RIER (Fsepoly rele, Lser=g~
0.8 1 Missed policy rate, Stateful
IHRIRERERIEFIE T 10% A (BIERSERE90-95%) . § o6
> MFERRABMORSER, TSRS/ NCIEED (2008 5 04,
02O, B~ = :
) BB R, i R e )
0O 01 02 03 04 05 06 07 08 09 1
> BANSIRIOTFRRN, R ARA/IHKB, ZER1000/%EBHRE TS

15070,
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> SRIRFFERBRGD?

>

Akt

HREFHEF IR RENZEIR : DynHandlerf9 TERIER "FeER, Bi7a1" , H— 1 na
KR, BERESSERIIN SR RXEEHRE, BHEHTomTRR, FeeL=EfHRYE
AN, EXA HEET BIERES, XANFTREE L SR EE R IER

XTIl SRS REEIF ] DynHandlerfUiz @ ETREGBIIEHITHERT. BRERET2KH T8

% "BE HUESHRT, TURAENREINZE (HTTPS, VPN) BT HE1MNIRES (encoded),
ABANINERE, XLEREME—HERE XAIRETE0E
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> RRZETHEH
» SIMPLERIZITRET—MFERNRE: 5. JEn)REN "BE" Fid
4 + ATRFIERISDN I,
> SDNZEHIEERL I TIRL: FREATIEH A ATaES B ERA, AUSEIEERis
HUPIERIAT— L BRI ThIAMATHES (ROBIKIBACL) .
> HEHEESAYwiE (Programmable Middleboxes): RIBERHIMEPAESHBE, A
LAt EM A AR T AR T ARSI R,
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> Policy Management in SDN (SDNFRIRISEIE)
> RHEHISDNIAREREFEL2/L3 (Z/=F) BIRE, hpRiEs. PRSI

» SIMPLESDNHISIREIRENT BRI T4-L7 (WRER) , SRR a5ErsE X R
SH&imfh (traversal of middlebox chains) [Affl, XEXHEZESDNRESHINFERIZE(H

> BRIZOTBETRE T —ME—A0ME, sERRREIRTE I RIR (switch resource) F1 F
[EM4ERIR (middlebox resource) IXFFRAR, FHFHTEAEMMN, XEZAILIEKEMHEIRY.

57



